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This Deliverable D7.7 summarizes selected results from 

Task 7.3 ñMarket dissemination and ecosystem 

developmentò that are not covered in other deliverables.  

This deliverable focuses on defining and promoting an 

industrial business ecosystem around the EnergyShield 

solution. 

 

The deliverable is part of Task 7.3, which will actively 

promote the project technologies and innovations to the 

market in order to create an industrial ecosystem 

around the EnergyShield solution. Activities will target 

end-users (encouraging other critical infrastructure 

operators to use the EnergyShield solution), technology 
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EXECUTIVE SUMMARY 

This document describes the EnergyShield business ecosystem (ESBE) as part of 

the larger energy sector cybersecurity ecosystem. It defines the business 

ecosystem and presents actors that can benefit from becoming active participants of 

the ESBE. 

For interested organizations, such as energy companies, security technology 

providers, security consultants, and researchers, it is analyzed and descripted what 

benefits can be expected from joining the ecosystem.  

The business model and the technology (e.g., API) behind ESBE are summarized, 

in particular for security technology providers. Two strategies on how to join the 

ESBE are provided. 

The EnergyShield business ecosystem is still at the beginning of its f irst stage, after 

it leaves the framework of the innovation and development project. Therefore, the 

vision, unique-selling-points, and next steps for future business ecosystem 

development are put into perspective. 
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1. INTRODUCTION 

1.1. SCOPE AND OBJECTIVES 

This documents summarizes the business ecosystem development during the 

funding period of the EnergyShield project and presents a future perspective. The 

EnergyShield business system is still at the beginning of its first stage, after it 

leaves the framework of an innovation and development project.  

The EnergyShield toolkitôs planned business ecosystem is described with its unique-

selling-points and unique characteristics. Furthermore, the current status is 

described and a vision for the future is presented.  Additionally, the document 

summarizes the API and integration methods for potential technology providers.  

The ecosystem report is a public document and the two major interests are:  

¶ Describing the concept and background for the EnergyShield business 

ecosystem for existing and potential partners. 

¶ Providing arguments and ways to join the EnergyShield business ecosystem to 

increase the number of partners. 

1.2. STRUCTURE OF THE REPORT 

The report is structured as follows:  

¶ Section 2 describes the approach for this deliverable including some background 

information on business ecosystems. 

¶ Section 3 describes the cybersecurity energy sector ecosystem and the 

EnergyShield business ecosystem. Several actors are presented with potential 

benefits from joining the business ecosystem 

¶ Section 4 describes the current status, the vision and unique-selling-points, and 

the business model for the EnergyShield business ecosystem. 

¶ Section 5 promotes technical aspects such as the API and ways to join, in 

particular for technology providers. 

¶ Section 6 concludes the document. 

1.3. TASK DEPENDENCIES 

Important ingoing dependencies to other tasks are: 

¶ WP1 ï WP5, are the technical work packages of the project. They provide 

details on the technical architecture of the toolkit environment and integration 

possibilities. A brief summary is provided in this document for interested parties. 

¶ WP6 provides the field test results that will be very important in the next steps of 

ecosystem development and exploitation, which is finding new users that could 
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start production projects of the EnergyShield project based on the field test 

experience.  

¶ WP7 and WP8 summarize executed communication and exploitation events such 

as industry workshops to promote EnergyShield and to find collaboration 

partners. Concrete exploitation and dissemination events are described in D7.3 

ñCommunication report finalò [CRF22] and D7.6 ñDissemination reportò [DRF22]. 

Results from the Novô20 industry workshop and follow-ups are covered in D8.3 

ñExploitation Report finalò [ERF22]. 

¶ WP8 provided major starting points for this deliverable in the deliverable D8.2 

[EER20], such as the first parts of the business canvas analysis,  the USPs of the 

EnergyShield toolkit, a market overview on cybersecurity toolkits and related 

tools, defined customer segments, the example business model used in the 

business cases and the price model. 

Outgoing dependencies are:  

¶ WP8ôs exploitation strategy (finalized in D8.3) is adapted to conform to the 

business ecosystem ideas, described in this document (e.g., the openness of the 

business model, finding new partners for the business ecosystems.  

¶ WP7 and WP6 communicate field test results. These presentations should be 

aware of the EnergyShield business ecosystem concepts, the benefits for 

potential partners that want to join the business ecosystem, and the ways to join.  
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2. APPROACH 

A business model, pricing model, and unique-selling-points have been developed in 

cooperation with the partners in the EnergyShield consortium. The primary methods 

include interviews, surveys, and discussions at project internal workshops with all 

partners. The EnergyShield business model was developed with the help of the 

Business Model Canvas method, as described in 2.1 in more detail. 

The topic of business ecosystems was approached by literature research that 

included foundational work and recent articles. Key points are summarized in 

Section 2.2.  

The actors in the cross-section between the energy sector and the cybersecurity 

sectors have been identified by surveys in the context of other deliverables, by 

market and competition analysis, and in interviews with domain experts within the 

consortium. 

2.1. BUSINESS MODEL CANVAS AND BUSINESS MODELS 

As mentioned before, for the development of the EnergyShield business model and 

also the related business ecosystem, the Business Model Canvas (BMC) [OPI10] 

was used, as illustrated in Figure 1. The single parts of the BMC have been 

addressed in several iterations using methods such as expert interviews, project 

internal surveys, and discussion in project meetings. 

Several parts of the business model canvas have been addressed in other 

EnergyShield documents (e.g., sectors 1 ï 4 in [EER20], sector 2, 5, and 9 in 

[EBC22]).  

This document addresses mainly three parts of the BMC:  

¶ The value proposition of sector 1, which is a critical element for business 

ecosystem development [JFM93], is addressed in section 4.2 by the vision and 

unique selling points for the EnergyShield toolkit and its business ecosystem. 

¶ Sector 8 of Figure 1 addresses partnering, which is a general topic in business 

ecosystems and this complete document. Especially section 3 shows actors of 

the energy sectors cybersecurity ecosystem which could be potential partners in 

the EnergyShield business ecosystem. 

¶ Business and price models, which are encased in the BMC in sectors 5 and 4, 

are described in section 4.3. 
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Figure 1: Overview on the areas and fields of the Business Model Canvas addressed 

(based on [OPI10]).  

2.2. LITERATURE RESEARCH ON BUSINESS ECOSYSTEMS 

Business ecosystems have been introduced by J.F. Moore in [JFM93]. The business 

ecosystem approach is described as new strategy for sustainable success from 

innovation beyond uncooperative market competition. The idea was inspired by 

observations on evolution (and coevolution) in natural ecosystems. "In a business 

ecosystem, companies coevolve capabilities around a new innovation: they work 

cooperatively and competitively to support new products, satisfy customer needs, 

and eventually incorporate the next round of innovations" [JFM93].  

Fuller et al. [FJR19] define a business ecosystem as ña dynamic multi-company 

systemò and ñnew way of organizing economic activityò. They claim that several of 

the worldôs largest companies of the world depend on such systems. These authors 

also mention that the term ecosystem is sometimes used with a lack of definition for 

"everything from a country [...], to a support function ('the HR ecosystem'), a 

portfolio of products [...], and even a bundle of services" [FJR19].  

Several key issues of the [JFM93]ôs business ecosystem model are: 

¶ There are roles in a business ecosystem, such as leaders, supporters, and 

customers. A promising business system idea needs to be attractive for varied 

parties to join. For instance, early PC ecosystems allowed new companies to 

focus on the development of application software, while other companies 

provided the hardware platform and the operating system. 

¶ Ecosystem can be categorized into four stages (birth, expansion, leadership, 

and self-renewal) with distinct challenges that must be addressed by suitable 

strategies.  
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¶ For the successful establishment of a business ecosystem in the birth stage, it is 

not enough to solely fulfil the needs of the customer. A business ecosystem in 

the birth stage requires entrepreneurs to develop a value proposition (a product 

or services and a delivery method) that meets customer needs.  

¶ For a second stage (ñexpansionò), there have to be enough potential customers 

that share the value proposition. Additionally, it is required that the vendors  have 

the ability to scale up delivery. 

¶ A market space might have competing business ecosystems.  

¶ In certain markets, individual companies might have to join business ecosystems 

for in order to have good success chances. For instance, mobile app companies 

usually join one or more app store business ecosystems.  

A model cybersecurity ecosystem was presented in [RAG15], illustrated in Figure 2. 

The author of [RAG15] stresses the need for even more collaboration in 

cybersecurity but does not directly connect to the business ecosystem approach 

presented above. The document presents examples for cooperation needs between 

standardization, government, infrastructure operators, consultants and other 

parties. 

 

Figure 2: Cybersecurity ecosystem by [RAG15]. 
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3. ENERGYSHIELD BUSINESS ECOSYSTEM 

3.1. ESCSE AND ESBE 

Figure 4 on page 17, illustrates actors in the energy sector cybersecurity 

ecosystem (ESCSE). Each cell can be embodied by multiple organizations, such as 

ñResearch institute / universityò represents all parts of all research institutes or 

universities that are active in the energy sector or in cybersecurity research. 

Organizations can be active in multiple positions - for instance, a consulting 

company could be active as ñSecurity consultantò, ñIT-consultantò, ñIT-integratorò, 

and as ñManaged security service providerò.  

The yellow center of Figure 4 represents the current EnergyShield project partners 

and the future EnergyShield business ecosystem (ESBE). The ESBE is to 

become a subset of the ESCSE, as illustrated in Figure 3. It is not planned to form a 

legal entity as post-project EnergyShield organization. Instead, the ESBE partners, 

will cooperate more dynamically and more openly to follow the business ecosystem 

approach. The related business ecosystem literature (e.g., [JFM93]) suggests that 

the business ecosystem approach is superior co-working models regarding 

innovation and market development, compared to legal structures, such as joint-

ventures.  

 

 

Figure 3: ESCSE and ESBE. 

 

A business ecosystem cooperation model is expected to allow that all parties 

(research, government, industry) work on a common vision (i.e., developing and 

providing a growing, effective, and affordable cybersecurity toolki t for the energy 

sector). After the EU-funding period of EnergyShield ends, some partners might 

eventually leave the EnergyShield business ecosystem by becoming inactive, and 

more partners could join.  

A company is defined to be part the ESBE, if it invests time for implementation, 

research, consulting, marketing, quality management, or innovation with the goal to 
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support EnergyShield. Companies that offer to install or maintain and support an 

EnergyShield toolkit installation are considered as participant of the ESBE.  

Hired supportive companies are not automatically considered as ESBE participants. 

In some cases, there might be no clear boundary whether an organization is part of 

the ESBE or only part of the larger ESCSE. For instance, regulation bodies can only 

participate in concrete business ecosystems to a limited extent, in order to maintain 

fair market competition. Competitors of ESBE are not part of the ESBE.  

Figure 4 also shows adversaries, such as cyber criminals and other hostile cyber 

threat actors (marked in red). These are part of the ESCSE and provide reason for 

the development of security tools.  

The light blue colored area in Figure 4 represents organizations that are candidates 

to become active members of the EnergyShield business ecosystem, as described 

in Section 5. 
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Figure 4: Energy sector cybersecurity ecosystem (ESCSE) and the yellow-coloured EnergyShield business ecosystem (ESBE). 
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Figure 5: Clusters of actors on top of the visualization of Figure 4. 
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3.2. BUSINESS ECOSYSTEM ACTORS 

In the following, selected actors and groups of actors from Figure 4 and Figure 5 

are described, together with benefits for these actors, if these become part of the 

EnergyShield business ecosystem and the benefits the ESBE would have if these 

actors joined. Additionally, the different types of cyber-criminals are described, as 

these are the natural opponents of ESBE and there are indications they are building 

own business ecosystems.  

3.2.1. ENERGY COMPANIES 

The companies in the energy market take on different roles, each with their own 

task profile.  

Grid operators 

Because power grids operate hierarchically, two fundamental roles in power 

transmission systems are necessary. The Transmission System Operator (TSO) is 

not only responsible for the long-distance transport of electricity, but also takes on 

all the tasks required for the stability of the overall system. In the power sector, this 

poses a particular challenge due to the high dynamics caused by physics (response 

times in the range of less than one second). 

This differs from the Distribution System Operator (DSO), who is responsible for the 

actual connection between producers and consumers, and therefore represents the 

point of contact between the electricity grid users and the grid operators. 

TSOs 

The European transport networks are not only responsible for their supply areas 

(usually a European country) but also for the stability of the entire European power 

supply. Since the networks of the TSOs are technically linked, malfunctions can 

result in very large and widespread problems. 

The networks of the TSO are therefore designed in such a way that they can cope 

with a certain number of system errors without there being any noticeable 

performance restrictions for the network users. This makes companies particularly 

attractive to attackers, which reinforces the fact that the TSOs are also networked 

more closely and intensively with one another in terms of technology in order to 

guarantee the requirements for the transport performance of the networks. 

The structure and task of the TSOs therefore requires role-specific solutions to 

increase cybersecurity. 

¶ Due to the nature of the task, the systems and thus also the OT components are 

distributed over huge geographic areas. 

¶ Even local misuse can lead to significant problems in distant regions. For 

example, a faulty connection of a line in northern Germany led to grid failures in 

Spain, more than 1000 km away [BNA07]. 
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¶ If there are large-scale network collapses, reconstruction takes time, which not 

only entails immense economic damage, but can also be life-threatening for a 

large number of those affected.  

DSOs 

The DSOs build the link between the TSOs and most users of the network, i.e., both 

suppliers and consumers. The term DSO is increasingly misleading since its classic 

task was to take over the centrally generated energy from the TSO grid and then 

distribute it locally. With the installation of many small generation plants, there is 

now an additional task of collecting this local generation and making it available to 

the entire grid. 

The distribution grids also have specific security-related properties: 

¶ The spatial extent is smaller, but the network lengths and the number of entry 

and exit points are orders of magnitude higher. 

¶ Local, time-limited failures are permitted and are not already prevented by 

design measures (such as redundancies) per se. 

¶ Due to the non-existent frequency control task and the small-scale area of 

responsibility, the damage potential is also significantly lower than with the 

TSOs, but can still be significant since many millions of units can be connected 

to the network. 

¶ Since the distribution network can be supplied via the upstream transport 

network, even a failed distribution network can be started up much more easily 

and quickly than a transport network. 

¶ The number of possible entry points for attacks is orders of magnitude higher 

than with transport networks. The problem is compounded by the fact that these 

entry points are little or not at all under the organizational or technical control of 

the network operator. 

Energy generation companies 

Conventional power plants are usually operated individually and only have a few 

physical accesses from the outside. Individual failures do not threaten the 

functionality of the entire power system, as this is designed to compensate for 

unexpected generator failures. The main dangers are attacks that can cause 

physical damage to the systems themselves, which may result in months of 

downtime. If these kinds of attacks succeed with a sufficient number of plants, the 

total production capacity can also fall below the necessary level, which can result in 

considerable economic damage. However, the risk of this happening can be 

assessed as low. A direct attack on the network itself is therefore more likely.  

Power generation companies that use renewables such as wind farms or solar 

farms are distinct in several ways. In contrast to conventional power plants, wind 

and solar farms usually have no local control room and no local personal. 

Therefore, remote communication connections are more relevant. However, a loss 

of communication may not be critical, because the wind and solar farms usually 
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operate completely autonomously. Cyber-attacks to single wind or solar farms are 

not critical for the power system. However, supply chain attacks that target many 

wind or solar farms with for instance the same communication technology device, 

can be significant threat for the power system. 

Energy retailers 

The energy suppliers are not technically connected to the grid. They merely use the 

network as a logistics service, as part of their delivery obligations. Energy suppliers 

are purely "contractual companies" who conclude and manage contracts and 

individually process themselves commercially. In this respect, they have a risk 

profile similar to that of other "contracting companies" (insurance companies, 

banks, brokers, telephone contract sellers, etc.). Therefore, energy retailers can be 

a target for ransomware attacks that aim for sensitive customer information.  

Other energy companies 

In the context of the business case analysis for the EnergyShield toolkit, 

quantitative data on the types of energy companies from Eurostat and DG Energy 

revealed that EU publications, such as [EUE21] distinguish the 152.000 electrical 

energy sector enterprises into production, transmission, distribution, and trade. For 

EnergyShield, more fine-grained market segments have been identified in D8.2 

[EER22], as illustrated in Figure 6.  

 

 

Figure 6: Pre-defined market segments.  

3.2.1.1. POTENTIAL BENEFITS FOR THIS ACTOR FROM ESBE 

¶ Energy companies can discuss cybersecurity trends and requirements with other 

energy companies in the context of ESBE. This helps to adjust own 

cybersecurity strategy, to interpret requirements from regulation and 

standardization, reducing the risk of making disadvantageous investments. 

¶ Similarly, the ESBE enables energy companies to get knowledge about the state 

of the art and state of the practice in the area of cybersecurity. This helps for 

instance defining the own cybersecurity strategy and defining the cybersecurity 

requirements for RFPs.   
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¶ Especially large grid operators tend to have individual systems and individual 

cybersecurity solutions. This can lead to very high costs. In the context of the 

ESBE, these companies can align common requirements to have more 

standardized EnergyShield toolkit-based solutions. 

¶ Energy companies that are active in the ESBE can influence the EnergyShield 

toolkit development ï this ensures that the EnergyShield toolkit satisfies 

individual requirements with less customization or integration efforts.  

¶ Together with other energy companies and partners within the ESBE it is easier 

to connect with standardization or regulation bodies. This might improve the 

chances of future standardization is applicable and is not in conflict with other 

regulation or goals. 

3.2.1.2. POTENTIAL BENEFITS FOR ESBE FROM THIS ACTOR 

¶ Co-operation with the customers of a product (i.e., the EnergyShield toolkit) 

outside of single projects, allows to focus on long term and strategic concerns. 

Both topics are important for innovation.  

¶ The EnergyShield users could cooperate in ESBE to reduce the diversity of 

requirements for the EnergyShield toolkit. This minimizes the risk for costly 

developments that only satisfy few customers. Similarly, the users acknowledge 

their individual requirements and decide about the value of a product. A 

cooperation between the users and the developers in the ESBE can maximize 

the toolkitôs value. 

¶ Many energy companies are also involved in standardization. Those that are 

active in ESBE could synchronize their standardization efforts to influence ESBE 

to prevent gaps between security requirements from standards and available 

technology from the industry. 

¶ The mutual understanding between vendors/service providers and their 

customers can improve. 

¶ Customers might volunteer to participate in testing, evaluation of new features or 

test projects. 

3.2.2. ACTORS FROM RESEARCH AND EDUCATION 

Universities and research institutions are often the source of technological 

innovations. For instance, universities are able to conduct foundational, broad, and 

independent research that can create new algorithms or new technologies. 

Researchers have the possibility to discuss and extend the state-of-research in the 

context of scientific journals and scientific conferences. Therefore, researchers 

often have contact networks that are complementary to the networks of practitioners 

in the industry. 

Universities and other education intuitions provide the next generation of 

cybersecurity experts for all sectors. Most large universities offer undergraduate  

and graduate programs in cybersecurity. There are lists, such as [CDM21] that 
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compare the cybersecurity education and research of universities, which indicates 

that there is a wide availability of cybersecurity university courses. 

Some researchers regularly serve as experts in non-commercial or commercial 

consulting to government agencies, regulators, standardization organizations or the 

industry.  

University employees are usually funded by the universities, through research 

projects, or though industry cooperation.  

3.2.2.1. POTENTIAL BENEFITS FOR THESE ACTORS FROM ESBE 

¶ Many research groups need to regularly acquire new funding for research 

projects. The ESBE can provide a network to find partners from different 

backgrounds (industry, energy companies) to build a consortium centered on 

cybersecurity research projects for the energy sector.  

¶ Energy companies and the industry that serves these companies can provide 

relevant use cases and case studies for research, share practical experience 

with universities and research organizations, and validate research results. The 

network and cooperation possibility for this can be provided by ESBE.  

¶ University researchers might want to see their research results in practical 

applications. The ESBE connects researchers with the companies that can 

implement mature research results. 

3.2.2.2. POTENTIAL BENEFITS FOR ESBE FROM THESE ACTORS 

¶ The energy sector and the advent of smart grids will require a large amount of 

security experts to protect critical infrastructure. The non-educational ESBE 

partners could find and train future employees in ESBE-based cooperation with 

research and education partners. 

¶ A main element of business ecosystems is innovation alongside the 

corresponding collaboration between research and industry. Therefore, it is 

essential for the ESBE that universities and research institutions to participate.  

¶ Researchers can support the ESBE by initiating research projects involving 

ESBE customer projects. This can provide funding for additional research and 

innovation. 

3.2.3. ACTORS FROM STANDARDIZATION AND REGULATION 

Energy companies ñare more closely and strictly regulated than many other 

infrastructure sectorsò [DAT20]. As a result, regulators play a significant role in the 

energy sector. Among other things, they set the financial framework that also 

influences the level and direction of cybersecurity investments. A significant part of 

the energy regulation is specified by national authorities. National regulators in 

Europe work closely together (ACER), as the European energy system is 

interconnected and thus forms an overall system.  
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In addition to regulators, other institutions may be involved in setting cybersecurity 

requirements. These can include security authorities since maintaining energy 

supply also directly affects national security issues.  In addition, of course, network 

operators are also bound by general regulations such as those relating to data 

protection and the GDPR. Competencies and responsibilities may overlap and show 

inconsistencies. 

In many areas, the technical implementation of regulatory requirements is carried 

out by standardization bodies, whose contents are declared binding by the 

authorities. Standardization in the cybersecurity energy sector takes place on 

international, European, and national level. Standardization ñis a consensus-

building process that involves many playersò [ECK22].  

Examples for standardization bodies at EU level include CENELEC (European 

Committee for Electrotechnical Standardization), and ETSI (European 

Telecommunications Standards Institute). Industry organizations might publish 

industry standards that are recognized by the regulator. Relevant standardization in 

the context of EnergyShield is covered in the standardization report D8.5 [ESR22]. 

3.2.3.1. POTENTIAL BENEFITS FOR THESE ACTORS FROM ESBE 

¶ The authorities responsible for cybersecurity can, in collaboration with the 

ESBE, discuss implementation details related to new or planned regulatory 

requirements. This reduces the risk that tool and solution providers implement 

completely different things to those intended by the regulators.  

¶ Cybersecurity regulation and standardization authorities can learn about new 

cybersecurity trends from research and development partners in the ESBE.  

¶ Communication within a business ecosystem can increase the evolution speed 

for cybersecurity in the energy sector. 

3.2.3.2. POTENTIAL BENEFITS FOR ESBE FROM THESE ACTORS 

¶ An exchange of ideas with standardization or regulation bodies can help other 

actors of the ESBE to achieve successful implementation of meaningful 

cybersecurity solutions that fit to the goals of the standardization and regulation 

bodies. 

¶ The research and industry partners can present best practices and good ideas, 

which might be adapted for standardization and regulation.  

3.2.4. SECURITY TOOL PROVIDERS AND SECURITY 

INFRASTRUCTURE PROVIDERS 

There are many vendors of special tools and components that aim to increase the 

security of IT and OT infrastructures. Some of these tools, such as classical 

firewalls, are combined hard- and software solutions, while other tools, such as 

virus scanner are usually mere software. Some tools purely focus on cybersecurity 
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while other products concentrate on communication network components that have 

more embedded security features.  

Similar to quality assurance, cybersecurity is a crosscutting concern that does not 

represent an independent task in the value-adding process. This is different for the 

manufacturers of specific security solutions. For instance, a virus scannerôs only 

purpose is cybersecurity. Other examples are training tools that support the 

company in increasing the safety awareness among the workforce. These two 

examples are quite different: the first is a technical component, while the second is 

an educational tool. The large differences between cybersecurity tool categories 

might have resulted in the large number of separate tools and security tool 

providers. 

As already explained, these individual solutions must nevertheless be integrated 

into an overall context. The better the integration, the better, the simpler and 

therefore more successful a product will be.  

3.2.4.1. POTENTIAL BENEFITS FOR THESE ACTORS FROM ESBE 

¶ A tool provider who integrates a tool with the EnergyShield toolkit, can benefit 

from additional customers with reduced sales and implementation effort. The 

customers that already have an EnergyShield toolkit, will automatically prefer 

other EnergyShield tools. This provides a competitive advantage for a tool 

provider. 

¶ In contrast to other business ecosystem models, the ESBE does not require an 

exclusive ñlock-inò. Often a tool can be wrapped from a technical point of view, to 

be integrated into an EnergyShield toolkit.  

¶ The promise of business ecosystems is to achieve high levels of co-innovation. 

Therefore, the so-called decline phase (before end-of-life) of the products life 

cycle is avoided or delayed because the products are regularly modernized 

through co-innovation. 

3.2.4.2. POTENTIAL BENEFITS FOR ESBE FROM THESE ACTORS 

¶ The more tools the ESBE offers, the more attractive is the business ecosystem 

and the EnergyShield toolkit for potential customers.  

¶ Additional tool providers and security infrastructure providers increase the 

capabilities and coverage against cybersecurity threats. 

¶ Every additional tool or infrastructure provider can bring additional skills such as 

marketing, product management, sales, development, design, etc. into the 

business ecosystem. The EnergyShield business ecosystem is relat ively open, 

which could ensure that innovation does not comes to a halt.  
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3.2.5. CYBERSECURITY CONSULTANTS AND INTEGRATORS 

According to EU Agency for Cybersecurity (ENISA), Managed Service Providers are 

high-value targets for cyber-criminals [ENI21]. 

Security is a complex cross-cutting concern that requires a holistic approach in 

order to achieve a higher level of quality. Specific isolated security solutions may 

cause not only gaps but also additional problems (e.g., too many di fferent remote 

maintenance interfaces). For this reason, security experts, whose core competence 

lies in the holistic approach, play an important role. This has led to the emergence 

of specialized cybersecurity consultancies or specialized cybersecurity departments 

in large consulting firms.  

Their experience is repeatedly consulted by energy sector companies as external 

experts for the analysis and for the development of solution concepts to improve 

cybersecurity.  

It may be that these experts also support the selection of solution components or 

even help with their implementation. A special form of consulting are managed 

security services (MSS) that design and instantiate a customer-specific 

cybersecurity landscape. This can be efficient for a company because the experts 

have repeatedly executed such projects, in contrast to typical in-house experts.  

In order to actually be able to develop practicable solutions, it is necessary for the 

consultant not only to know the product classes for security solutions,  but also to 

have detailed up-to-date technical know-how regarding the common cybersecurity 

tools. This can involve know-how regarding domain-specific cybersecurity 

requirements.  

In some cases, cybersecurity consultants also execute integration projects. 

Continuous operation of customer cybersecurity installations is untypical for 

consulting units.  

3.2.5.1. POTENTIAL BENEFITS FOR THESE ACTORS FROM ESBE 

¶ Active participation in the ESBE allows to meet potential clients and potential 

partners for implementation projects. Typical security consulting is executed in 

short-term projects (e.g., penetration tests), which requires frequent acquisition 

of new clients. 

¶ Consultants and integrators could be able to focus in business ecosystem in 

their desired role. If a cybersecurity consultant is active outside of the business 

ecosystem, they might be asked frequently to deal with more than just 

consulting.   

¶ Active participation in a business ecosystem allows to gain special knowledge on 

the business ecosystemôs technology and requirements. This specialization and 

knowledge can make the individual offered services more valuable for the 

customer. Additionally, the specialization might also allow to optimize costs.  



 H2020 Grant Agreement 832907 

 

D7.7 Ecosystem report, public                                                                  Page | 27 

¶ Consultants might be flexible to take different roles in an EnergyShield project, 

such consulting, project management, quality management, integration, testing, 

training, and customization.  

3.2.5.2. POTENTIAL BENEFITS FOR ESBE FROM THESE ACTORS 

¶ The consultants are important partners for the tool providers thanks to their 

extensive experience in working out specific applications and support them in 

the further development of their solutions in line with market requirements.  

¶ Consultants have, in general, a lot of experience with practical cybersecurity 

topics that can be used for innovation of the ESBE. 

¶ Many consultants have extensive customer networks and can assist to reach out 

to potential users.  

3.2.6. RESEARCH PROJECT CLUSTERS 

A special entity for the ESBE is the research project clusters and other cross-

fertilization activities. These clusters organize events and workshops on new 

regulation, new standards, market trends, research results, project results, cyber -

threats and opportunities for additional cooperation. Furthermore, the clusters 

support networking and the launch of joined communication activities. Research 

project clusters have been and will be important for EnergyShield regarding 

communication, dissemination, exploitation, and ecosystem development. This type 

of co-operation and co-innovation is not discussed in more detail here because it is 

the topic of the EnergyShield report D7.8 ñCollaboration reportò [ECR22].  

3.2.7. CYBER CRIMINALS AND HOSTILE THREAT ACTORS 

The red-colored cells in Figure 4 represent several different types of cyber-threat 

actors with malicious intentions. These actors could use illegal activities to execute 

cyber-attacks to energy sectors companies or its suppliers. These cyber-threat 

actors are only briefly described since they are natural opponents of EnergyShield 

and are not seen as potential members of the EnergyShield Busines Ecosystem. 

A large share of the published cyber attacks in recent years in the European energy 

sector were initiated by cyber-criminals. According to a recent statement of the 

German Federal Office for Information Security (BSI), the major target of cyber-

criminals are business-IT-systems because these provide a larger attack surface 

than OT systems [SGU22]. The EU Agency for Cybersecurity (ENISA) also identified 

ransomware as prime threat for 2020-2021 in its most recent Threat Landscape 

report [ENI21]. The BSI sees currently no special focus on public infrastructure 

providers for such attacks [SGU22]. Typical ransomware groups might avoid 

attacking OT systems because they typically lack of confidential information, such 

as bank account numbers.  

The cyber-crime seems to establish its own business ecosystem with dedicated 

roles and specializations (e.g., Phishing-as-a-service [ENI21], ransomware-as-a-
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service). Cybersecurity business ecosystems of security tool vendors and security 

service providers could be an adequate answer to this threat. 

Both hostile cyber-agencies and hostile cyber-military are state-based organized 

groups. Hostile government agencies, such as intelligence services might be active 

in cyberspace for information retrieval, espionage, counterintelligence, or sabotage. 

Hostile military cyber-units could additionally prepare for destructive cyber-attacks 

on critical energy infrastructures. On one hand, the energy sector might be an 

attractive field for state-based cyber-attacks because interruptions in the energy 

supply have strong consequences on most other sectors of developed countries and 

can be executed as covert operation. On the other hand, traditional physical military 

attacks can be more efficient than cyber-attacks to traditional energy infrastructures 

(e.g., regarding: sensational pictures, permanent damage, and complexity)  [TRI22]. 

Military cyber-attacks seem to be an option even between countries are officially not 

at war [CSA22]. Cyber-attacks are hidden from the public ñwhen it is advantageous 

to both victim and perpetratorò [TRI22].  

Hostile hacktivists are activists that use illegal cyber-attacks to support their 

protest goals. Hacktivists can be politically or ideologically motivated. A stereotypic 

example for hostile hacktivists in the energy sector could be environmental activists 

replacing the website of a coal-focused energy producer.  

Whistleblowers might use data-breaches and could be considered in that case a 

special type of hacktivists. An energy-sector-related example could be an employee 

publishing confidential documents that proof greenwashing. In several countries 

there are ongoing processes to legalize certain types of whistleblowing.  

Cybersecurity tools would usually try to prevent any type of data breaches and are 

not able to decide whether a certain data-breach is legal or not. 

The concept of white hat hackers and black hat hackers has its origin in Western 

movies. In these movies, the good character (wearing a white hat) and his opponent 

(wearing a black hat) confront each other in a gunfight on a dusty street [SLO84]. 

White hat hackers are no cyber criminals and are for instance appointed security 

experts that are hired by a company to find a vulnerability in the companyôs own 

software. Gray hat hackers are for instance searching vulnerabilities without 

consent of the product vendor and releasing the vulnerability to the product vendor.  

Cyber terrorists could be considered terrorists that use cyber-attacks and are 

intended to cause as much damage as possible. Therefore, critical infrastructures 

could be an attractive target. However, cyber terrorists have not yet become a 

common threat actor in the energy sector. 

3.3. EXAMPLE FOR A RELATED BUSINESS ECOSYSTEM 

The Cortex product suite from Palo Alto Networks [PAN20] could be considered a 

related business ecosystem. It is not energy-sector-specific, in contrast to 

EnergyShield. Their two products Cortex XDR and Cortex XSOAR combine features 

from several security tool categories, such as endpoint protection and security 
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information event management. A business ecosystem related to Cortex is visible 

through the Cortex XSOAR marketplace, shown in Figure 7.  

The marketplace, launched in 2020, contains hundredths so-called ñcontent packsò 

that provide integration of third party systems, which allows to create cross-system-

automation. It is possible for third parties to publish content packs to integrate their 

product into the Cortex product suite. Two levels of certification are available - both 

include functional and security testing by Palo Alto Networks. Most packs are 

currently free, but also commercial offers are available.  

 

Figure 7: Cortex XSOAR marketplace (https://xsoar.pan.dev/marketplace, 2022-06-24). 

https://xsoar.pan.dev/marketplace
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4. DEVELOPMENT OF THE ENERGYSHIELD BUSINESS 

ECOSYSTEM 

4.1. BUSINESS ECOSYSTEM STATUS AND VISION 

The EnergyShield business ecosystem is in the first of four stages described in the 

literature [JFM93]. The EnergyShield H2020 project provided a temporary 

collaboration framework for the EnergyShield consortium until end of June 2022. 

After this period, the so-called ñbirthò stage of the ESBE can begin.  

Parts of the birth stage have been completed. For instance, the EnergyShield toolkit 

has been defined, implemented, and recently demonstrated in field tests. 

A critical part of the birth phase is whether energy companies will follow the 

example provided by the field trials and start to instantiate EnergyShield toolkits, or 

not. If several customers show interest in buying EnergyShield toolkit s in the near 

future, a successful birth stage is possible. The EnergyShield project partners will 

try to find customers in the post-project period supported by the field test results, 

communication and dissemination material, and the exploitation strategy. 

If several customers sign EnergyShield project contracts, then the EnergyShield 

business ecosystem will attract additional partners, which is also a critical part of 

the business ecosystem birth phase (see [JFM93]). 

Moore [JFM93] describes that it is important for a business ecosystem to have the 

ñright combination of leaders, supporters, and customersò. Whether a company is a 

leader or a supporter might change from time to time. The leaders can be indicated 

by financial metrics, by influence in the ecosystem, or by exclusive abilities (e.g., 

control over certain components). Currently, the EnergyShield business ecosystem 

will start the post-funding-project period without clearly identified leaders.  

It is contemplated that each task dynamically finds its leader among the involved 

partners. After several market projects, it might be possible to identify whether the 

EnergyShield business ecosystem follows a balanced partnership of equals, or  

whether some organizations take leading roles. However, multiple partners have to 

work together based on their individual strengths to provide the integrated toolkit to 

a user. 

4.2. VISION AND UNIQUE SELLING POINTS  

Central points of the vision for the EnergyShield toolkit and its business ecosystem 

are summarized in the following statements: 

¶ The EnergyShield toolkit provides superior security than non-integrated tools. 

¶ The EnergyShield toolkit is adapted to the energy sector. This has the advantage 

for the customer that all phases from consulting / specification all the way up to 

installation and operation require less hidden effort from the customerôs side. 

Purchasing a toolkit that is not specialized on the energy sector leaves the 
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question open to whether it really covers energy sector requirements and 

misunderstandings between the vendor and customer may emerge (e.g., should 

every measurement point in a substation be monitored or noté).   

¶ Customers benefit from the general contractor model because they do no t have 

to worry about details nor they have to test and understand the integration 

among the tools. Energy companies are busy enough with the implementation of 

the energy transition. 

¶ Some USPs are inherited from the unique set of cybersecurity tools in 

EnergyShield and their integration 

¶ Detecting multi-vector attacks (both IT and OT), such as the attack on 

Ukrainian DSOs in 2015/2016 [WIR16]. 

¶ Detecting and preventing OT attacks (such as the Stuxnet attack) that aim 

to destroy OT equipment by using redundant level-0-anomaly detection. 

¶ Enabling smart grid by protecting public APIs of energy companies using 

DDoSM. 

¶ Addressing the human factor with holistic security behavior analysis and 

training with consideration in the threat simulation. This addresses 

ransomware and phishing attacks as the most common successful attack 

methods towards energy companies. The integration with the vulnerability 

analysis allows to guide which employee groups should have more 

security behavior awareness training in order to improve overall 

cybersecurity. 

¶ Vulnerability scanning and threat simulation of an energy companyôs IT 
and OT system landscape to protect its high value assets in combination 

with data models imported from supported control systems. 

¶ High degree of automation ï models could be generated from vulnerability 

scanning or control system data models, using AI in the anomaly 

detection and DDoS detection for automatic training with low false 

positive rates. 

¶ The SIEM can provide the automation of compliance reporting tasks for 

regulations like General Data Protection Regulation (GDPR) and detect 

violations of security controls. Furthermore, the SIEM can provide 

automated countermeasures to prevent well-known attacks that were 

detected (e.g., host-deny, and firewall-drop). 

¶ The EnergyShield business ecosystem is unique in terms of that it is easy to 

join. There are low entry barriers compared to other toolkit approaches. Many 

cybersecurity toolkits contain only tools from a single company.  

¶ The ESBE is flexible regarding pricing models and supports the combination of 

different license types within the EnergyShield toolkit installation. The 

differences in the current set of tools range from subscription-based to perpetual 

(one-time-upfront-payment) models and from proprietary licenses to open 

source.  
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¶ The EnergyShield business system allows the participating partner companies to 

focus on their desired roles. In a survey, among the EnergyShield partners, it 

was identified that even among the five partners that are tool providers, the 

desired focus ranges from being a consultant, all the way to product 

development. Especially for product development companies, it is often a burden 

to have time- and resource-consuming implementation projects and it reduces 

their possibility for fast growth. 

¶ Compared to other cybersecurity toolkits and business ecosystems, 

EnergyShield is more open to additional partners and about cooperation at eye 

level. 

4.3. ENERGYSHIELD TOOLKIT BUSINESS MODEL 

In the following, a summary of the business model for EnergyShield projects is 

described. It is an example business model that might be adapted to market 

requirements after a couple of projects. Currently, there are no other financial 

obligations defined to participate in the EnergyShield business ecosystems. The 

monetary flow is currently completely attached to implementation projects and 

maintenance contracts. After a couple of successful implementation projects  

following the funding period of the EnergyShield H2020 project, there wil l be a new 

discussion whether and how to implement central activities for platform 

development, quality and configuration management, and marketing. 

The business model for concrete EnergyShield toolkit projects has been developed 

in several iterations and is covered in more detail in project-internal documents 

which can be discussed with external potential partners upon request. A simplified 

summary of this model is illustrated in Figure 8. The dark blue boxes indicate tool 

and service providers that serve the request for an EnergyShield toolkit of the 

ñUserò (light blue). The user is, as energy company, partly driven by the regulator 

and standards to maintain cybersecurity.  

 

Figure 8: Simplified business model for an EnergyShield toolkit project.  
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The numbers in Figure 8 explain relations in the business model:  

1: Energy consumers and the public pay taxes and energy bills. The consumers 

expect cybersecurity is maintained (regarding energy supply and private data) and 

that government entities monitor and regulate this. 

2: Regulators define cybersecurity and privacy requirements, sometimes in 

reference to standards. For a good part of the energy sector companies of Europe, 

the regulators define financial frameworks, and set strong financial incentives and 

disincentives. 

3: Energy companies identify their cybersecurity needs. In some cases, consultants 

support the Energy companies to define the requirements and to write a 

specification or a request for proposal (RFP). At this point, a company could decide 

to act as general contractor to answer this RFP with an EnergyShield offer. The 

general contractor creates the offer or proposal together with all required parties 

that would have to deliver a good or a service in the project.  After signing the 

contract with the general contractor, an initial implementation project takes place 

involving granting software licenses, installation, integration, adaptation, t raining, 

etc. of the desired cybersecurity toolkit and the energy company becomes 

EnergyShield toolkit user. The general contractor is responsible for delivering the 

project and can take the consultant and integrator role (installation of EnergyShield 

platform and integration into the customers system landscape), or hands over tasks 

to other companies that are specialized on these topics or are closer to the user.  

4: The general contractor (or integrator / consultant) ensures the payment to the 

tool providers and ensures that the tool providers deliver everything required to the 

users. 

5:  After an implementation project is completed, the user needs a maintenance and 

service contract, which might be done by overtaken by a distinct partner or by the 

general contractor itself. Again, the provider of the maintenance and service 

contract is also the general contractor for the user and the first contact for 

troubleshooting, questions, updates, etc. 

6: The involved tool providers are also part of the maintenance and get their 

corresponding share of the maintenance, service, and license fees. The tool 

providers will help with support issues if the primary contact of the user cannot 

solve these. 

7: From both, the initial project contract and from the maintenance contract, a small 

share will be provided to the active EnergyShield partners for their ideas, research, 

and continuous innovation. This supports the cooperative innovation process of the 

EnergyShield business ecosystem. 

 

A typical project would have four contracts: 

¶ Between the user and the general contractor for installation, setup and training 

of the EnergyShield toolkit. This one-to-one contract is simpler for the user than 

a contract with all required partners. 
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¶ Between the general contractor and the other involved partners that are directly 

involved in providing software, hardware, or effort to deliver the project. 

¶ A maintenance and service contract between the user and the single point of 

contact for all required maintenance, license, and support services to keep the 

EnergyShield toolkit in operation. 

¶ A maintenance and service contract between the userôs maintenance coordinator 

and the other involved EnergyShield partners. 

A concrete project might require additional contracts for fulfilling the initialization 

project, maintenance and service duties. For example, these additional contracts 

can be for purchasing hardware, hosting service, third-party services, and third-

party software components.  

Additionally, an EnergyShield user system might evolve in phases that are governed 

by individual contracts. For instance, a first project could involve two tools of a 

toolkit, and a second phase could subsequently extend or add tools. 
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5. JOINING AS TECHNOLOGY PROVIDER 

As mentioned above, the EnergyShield business ecosystem will need additional 

partners in order to serve a large number of potential customers in the energy 

sector. This requires at this point that additional tool providers join to fill remaining 

functional gaps, and integration partners that can execute toolkit  installation 

projects. The following description is primarily intended for technology providers, as 

illustrated in Figure 9. Section 5.1 provides a brief technical overview on integration 

and the EnergyShield API, describing the two major strategies how to join as tool or 

technology provider. 

 

 

Figure 9: Actors from many roles can join the EnergyShield Business Ecosystem by 

providing additional tools. In this example, tool vendors.  

  
















