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Project Facts and Objectives pz

« Funding: EUR 8 million

« Duration: 36 months (1-Sep-2019 to 30- 9)&3"&&” D] ETEChnOIogylnnoQ

Aug-2022)

[ Confidentiality ]

| Humansin the Loop | | SECaas & Security SLA |

Strategic Objectives:

Protection of the Electrical Power and Energy
System (EPES) via prevention, early detection
and fast mitigation of cyber-attacks while
protecting the data privacy by design and by
default.

- Strengthen EPES cybersecurity preparedness [ Availability ‘ ( Integrity ]
« Coordinate EPES cyber incident discovery,

response and recovery
* Accelerate research and innovation in EPES PHOENIX Key Challenges, Pillars and Technologies

cybersecurity
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The Consortium: 24 Partners from 11 countries P:Z
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@ PHOENIX Large Scale Pilots (LSPs)

-

PHOENIX

PHOENIX will involve real-world scenarios to
validate the effectiveness of PHOENIX across
5 European Large Scale Pilots (LSP) in Italy,
Germany, Slovenia, Greece and Romania
involving the complete end-to-end
generation, transmission, distribution and
prosumption value chain. Beyond the individual
LSPs, cascading effects even to other
critical infrastructures will be simulated and
cross-border security and privacy sites will
be tested and validated.
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PHOENIX Pan-European 12SP Platform .,HZ
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Collect and share incidents’ information and trained ML models without the need
to share sensitive information across EPES operators and CERTSs.
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PHOENIX Expected Results .»Z(

* A holistic EPES security & privacy protection framework, including:

%+ BG/ inter-DLT secure & traceable communications,

» Situation Awareness, Perception & Comprehension based on privacy-preserving
federated ML/zero knowledge verification,

’0

Traceable/near real-time synchronized incidents information sharing platform (12SP),
GDPR Privacy Protection Toolkit,

L)

0’0

J
0’0

Innovative Security & Privacy as a service business model

Certification methodology and procedures (targeting TRL 7-8)

/
*
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Project Progress pz

* Project Website: Available at www.phoenix-h2020.eu, the phoenix project website offers project information, news, events
information, blogs, publications, newsletters and integration with social media handles

*  Press Release: Multiple websites have released news on the project. Some of them are:
« Le Monde Informatique.fr, Nov 27 : Capgemini pilots the european cybersecurity project Phoenix
+  Global Security Mag, Nov 26: Capgemini Coordinates Phoenix cybersecurity project
< Cercle Finance, Nov 26: Capgemini: coordination of Phoenix cybersecurity project
< Zone Bourse, Nov 26: Capgemini: coordination of Phoenix cybersecurity project

- Dissemination Events: PHOENIX has been presented at multiple events such as CENT-RO, The World Bank, Balkans
Digital Highway Workshop, Mediterranean Security Event 2019, European Utility Week 2019, ENISA, EE-ISAC Plenary &
Training etc, Analyst and Advisors’ day at Capgemini etc

EUH2020"
o The PHOENIX project is a European Union

Electrical ower funded collaborative project improving the

cyber security of the European electrical

System'S S ield power energy systems (EPES), i.e. the so
'a:—gainst c mpl .x . ! called Smart Grid. PHOENIX-aims to offer a

cyber-shield armour to European EPES

I1ic de_ITtS and 3 > infrastructure enabling cooperative
2 detection of large scale, cyber-human

e tENSiVECybEfand - j security.and privacy incidents and attacks,
I : < s J T S he continuity of operations and
prwa%’attaeks “ele “ guarantee

minimize caseading effects in the

infrastructure itself, the environment, the
citizens and the end-users at reasonable
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http://www.phoenix-h2020.eu/
http://informatique.fr/
https://www.lemondeinformatique.fr/actualites/lire-capgemini-pilote-le-projet-de-cybersecurite-europeen-phoenix-77217.html
http://www.globalsecuritymag.fr/Capgemini-coordonne-le-projet-de,20191127,93190.html
http://www.cerclefinance.com/default.asp?pub=valactu&art=568156&localcode=
https://www.zonebourse.com/CAPGEMINI-SE-4624/actualite/Capgemini-coordination-du-projet-de-cybersecurite-Phoenix-29648810/

Project Progress

PHOENIX

- Newsletters and Brochure : Quarterly newsletters with project progress, relevant events and latest blogs are published

on the project website. The first project brochure has been designed as well.

* Social Media: LinkedIn (www.linkedin.com/company/phoenix-h2020) and Twitter (twitter.com/H2020Phoenix) handles for

the project have been set up, and regular project updates are shared on the same

PH®ENIX

Electrical Power System’s Shield against complex incidents

and extensive cyber and privacy attacks

Description and Benefits
PHOENIX is o Horizon 2020 collaborative project,

cofunded by the European Union.
It focuses on the protection of the European end-to-end European Project Objectives
Electrical Power Energy systems (EPES) via early defection and fast .
mitigatien of cyber.attacks against their assets and networks from - Strengthen EPES cybersecurity
human activities, while proteciing the utiliies and end-users’ [EFaEiEs
privacy from data breaches by design. The consortium is . o
by C L Systoms and brings . Coordinate cybar-incident

X discovery, sharing &
together 24 partners from 11 EU Countries. response
The challenge of the project is fo provide a cyber-shield armour to
European EPES to survive coordinated, large scale cybersacurity
and privacy incidents; guarantee the confinuity of operations and
minimize ing effects in the i itself, the
envirenment and the end-usars af reasenable cost.

. Accelerate research &
innvation in EPES
cybarsecurity via DevSecOps
and innovative ML-based

technologies.

H2020 PHOENIX Project
At a glance

‘Concept and approach

PHOENIX focuses on the
pratection of the European EPES
via:

(i) Cybersecurity & Data Privacy
by design and by innovation, (i)
cross-country Cybarse
Informaticn Sharing,  realisi
NIS Diractive

exploitation, penefrafion festing
and verification/certification
methodologies and procedures
and (i) validetion in 5 raal-lifa
Large-Scale Pilots (LSP| across
Europe. To know more about the

LSPs, visit PHOENIX Pilof Sites.

Title: Elecirical Power Energy Systerrs (EPES) Shield against
complex incidants and extensiva cybr and privacy aftacks
Type of action: Innevation Adion
Topic: SU-DS04-2018-2020 Grant Number: 832989
Total Cost: € 10 999 208,21

: €7 995 004,25

1/09/2019

End date: 31/08/2022
Duration: 36 months
Project Web Site: vvw.phoenixh2020.eu
Key Words: Cybersscurity, Energy, EPES Project
Coordinator: CAPGEMINI
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PPHOENIX NEWSLETTER FEBRUARY 2020

PHOENIX second plenary meeting

The second plenary meeting of PHOENIX was
successfully held at INTRASOFT International
SA ot Athens, Greece on 4th and 5th Feb
2020. The meefing wos attended by the
consorfium pariners and the EU Commission
Project Officer. The two days saw interesfing
presentations and discussions about PHOENIX
platform architecture, underlying technologies
and the upcoming real-life large seale pilots.

During the initial phase of the project, a major effort by the pariners has been placed in
analyzing comprehensively the cyber threats associated with the European EPES [Electrical
Power and Energy System). This work ilem is clase fo being completed. Simultaneously, the
design of the various parts in the architecture of the PHOENIX platform have been initiated in
the associated work packages. However, the infensity of the design efforts will increase
significantly in the near future as the project progresses steadily towards its goals.

Presence in Impact Creation Events

Capgemini Analyst and Advisor Day
Capgemini 147, lssy, Paris, December 4, 2019

The PHOENIX project objectives, expected impact and technology
were infroduced by Dr. Farhan Sahito (Project Coordinator,
Capgemini) and Wafo Ben loballoh (Thales Group) to the
attendees of Capgemini annual Anclyst and Advisor Day at
Capgemini 147, Issy Les Moulineaux, France on 4 Dec 2019. The
event was attended by 31 analysts and odvisors from 21 different =’

ff Secure Societies “Project fo Policy” Kick-Off Seminar
Brussels, Janvory 31, 2020

The PHOENIX project was invited fo present at the first Secure Sociefies “project to policy”
kick-off seminar organized by REA B4, fogether with DG CNECT and DG HOME ot
Brussles on 31 Jon 2020. With an aim to understand the relevant policy drivers and
integrate them into the project from the start, Dr. Farhon Sahito presented a view into how
PHOENIX will contribute to the implementation of EU policies.

Coqpeicid THALES [THALES Sequiclog” (S fomem oeesrse png B Gw  eomans ==
A Fics @on "85 gl Temed gos o G gt £ A

For more details contact:

Fachan Sshito
Project Coordinator
Capgemini Technology Services, France

PHOENIX Admin Team
phoeniinf fr@capgemin

Join Us

© @H2020Pnoenix
@ /ohoenix-nz020/
https://phoenix-h2020.eu/
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Electrical Power
System's Shield
against complex
incidents and
extensive cyber and
privacy attacks

The Funding from Union < d
under 832985, iy of the author, and the Commission
cannot be heid responsible for any use which may be made of the information contained therein.
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http://www.linkedin.com/company/phoenix-h2020
https://twitter.com/H2020Phoenix
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PHOENIX Ethics and Data Protection approach: lessons l%
learned PHOENIX

- To tackle potential ethics, data protection, and privacy issues, the Project
adopted a combined approach: technical, ethics, and legal experts spoke in the
same room. Benefits are various indeed:

<+ Combining ethics, legal, and technical requirements, it is possible to draft a very useful
checklist for technological implementation;

<+ Monitoring and assessment operations can proceed smoothly during the course of the Project
following the checklist created.

* More insights on the PRESS Framework and on the approach adopted can be
found here.
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https://www.cyberethicslab.com/blog/2020/07/18/privacy-and-data-protection-ethics-social-and-security-framework-analysis-within-the-energy-sector/

ly

PHOENIX

Thank You !
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Electrical Power System’s Shield against complex incidents and extensive
cyber and privacy attacks

=

PHOENIX

Project Presentation

Elena Sartini

Ethics & Privacy
CyberEthlcsLab

w Responsible Research and Inn
0 2020

23/07/2020




Topics ‘y

PHOENIX

- PRESS Analysis Framework
- PHOENIX Ethics and Data Protection approach: lessons learned
* Questions?
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PRESS (Privacy and Data Protection, Ethics, Social and ty
Security) Framework Analysis o
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PHOENIX Ethics and Data Protection approach: lessons l%
learned PHOENIX

- To tackle potential ethics, data protection, and privacy issues, the Project
adopted a combined approach: technical, ethics, and legal experts spoke in the
same room. Benefits are various indeed:

<+ Combining ethics, legal, and technical requirements, it is possible to draft a very useful
checklist for technological implementation;

<+ Monitoring and assessment operations can proceed smoothly during the course of the Project
following the checklist created.

* More insights on the PRESS Framework and on the approach adopted can be
found on PHOENIX Project Website or CyberEthicsLab. website.
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https://phoenix-h2020.eu/privacy-and-data-protection-ethics-social-and-security-framework-analysis-within-the-energy-sector/
https://www.cyberethicslab.com/blog/2020/07/18/privacy-and-data-protection-ethics-social-and-security-framework-analysis-within-the-energy-sector/

Questions?

-

PHOENIX

Elena Sartini
Researcher & Legal Consultant

e.sartini@cyberethicslab.com
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