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Project Facts and Objectives

• Funding: EUR 8 million 

• Duration: 36 months (1-Sep-2019 to 30-
Aug-2022)

Strategic Objectives:

Protection of the Electrical Power and Energy 
System (EPES) via prevention, early detection 
and fast mitigation of cyber-attacks while 
protecting the data privacy by design and by 
default.

• Strengthen EPES cybersecurity preparedness
• Coordinate EPES cyber incident discovery, 

response and recovery
• Accelerate research and innovation in EPES 

cybersecurity
PHOENIX Key Challenges, Pillars and Technologies
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The Consortium: 24 Partners from 11 countries

End Users Industry SMEs Research Institutes

Coordinator
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PHOENIX Large Scale Pilots (LSPs)

Grant Agreement - 832989H2020 | Project PHOENIX

PHOENIX will involve real-world scenarios to
validate the effectiveness of PHOENIX across
5 European Large Scale Pilots (LSP) in Italy,
Germany, Slovenia, Greece and Romania 
involving the complete end-to-end
generation, transmission, distribution and
prosumption value chain. Beyond the individual
LSPs, cascading effects even to other
critical infrastructures will be simulated and
cross-border security and privacy sites will
be tested and validated.
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PHOENIX Pan-European I2SP Platform

Collect and share incidents’ information and trained ML models without the need 
to share sensitive information across EPES operators and CERTs.
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• A holistic EPES security & privacy protection framework, including: 

❖ 5G/ inter-DLT secure & traceable communications, 

❖ Situation Awareness, Perception & Comprehension based on privacy-preserving
federated ML/zero knowledge verification, 

❖ Traceable/near real-time synchronized incidents information sharing platform (I2SP),

❖ GDPR Privacy Protection Toolkit, 

❖ Innovative Security & Privacy as a service business model 

❖ Certification methodology and procedures (targeting TRL 7-8)

PHOENIX Expected Results
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Project Progress

• Project Website: Available at www.phoenix-h2020.eu, the phoenix project website offers project information, news, events 
information, blogs, publications, newsletters and integration with social media handles  

• Press Release: Multiple websites have released news on the project. Some of them are:

• Le Monde Informatique.fr, Nov 27 : Capgemini pilots the european cybersecurity project Phoenix

• Global Security Mag, Nov 26:  Capgemini Coordinates Phoenix cybersecurity project 

• Cercle Finance, Nov 26: Capgemini: coordination of Phoenix cybersecurity project

• Zone Bourse, Nov 26: Capgemini: coordination of Phoenix cybersecurity project

• Dissemination Events: PHOENIX has been presented at multiple events such as CENT-RO, The World Bank, Balkans 
Digital Highway Workshop, Mediterranean Security Event 2019, European Utility Week 2019, ENISA, EE-ISAC Plenary & 
Training etc, Analyst and Advisors’ day at Capgemini etc

http://www.phoenix-h2020.eu/
http://informatique.fr/
https://www.lemondeinformatique.fr/actualites/lire-capgemini-pilote-le-projet-de-cybersecurite-europeen-phoenix-77217.html
http://www.globalsecuritymag.fr/Capgemini-coordonne-le-projet-de,20191127,93190.html
http://www.cerclefinance.com/default.asp?pub=valactu&art=568156&localcode=
https://www.zonebourse.com/CAPGEMINI-SE-4624/actualite/Capgemini-coordination-du-projet-de-cybersecurite-Phoenix-29648810/
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Project Progress

• Newsletters and Brochure : Quarterly newsletters with project progress, relevant events and latest blogs are published 
on the project website. The first project brochure has been designed as well. 

• Social Media: LinkedIn (www.linkedin.com/company/phoenix-h2020) and Twitter (twitter.com/H2020Phoenix) handles for 
the project have been set up, and regular project updates are shared on the same

http://www.linkedin.com/company/phoenix-h2020
https://twitter.com/H2020Phoenix
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Privacy and Data Protection, Ethics, Social and Security 
Framework: the PRESS Analysis

DevSecOps
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• To tackle potential ethics, data protection, and privacy issues, the Project 
adopted a combined approach: technical, ethics, and legal experts spoke in the 
same room. Benefits are various indeed:

❖ Combining ethics, legal, and technical requirements, it is possible to draft a very useful 
checklist for technological implementation;

❖ Monitoring and assessment operations can proceed smoothly during the course of the Project 
following the checklist created.

• More insights on the PRESS Framework and on the approach adopted can be 
found here.

PHOENIX Ethics and Data Protection approach: lessons
learned

https://www.cyberethicslab.com/blog/2020/07/18/privacy-and-data-protection-ethics-social-and-security-framework-analysis-within-the-energy-sector/
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Thank You ! 



Electrical Power System’s Shield against complex incidents and extensive 
cyber and privacy attacks 

Project Presentation

Elena Sartini

Ethics & Privacy 

23/07/2020
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• PRESS Analysis Framework

• PHOENIX Ethics and Data Protection approach: lessons learned

• Questions?

Topics
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PRESS (Privacy and Data Protection, Ethics, Social and 
Security) Framework Analysis

DevSecOps
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• To tackle potential ethics, data protection, and privacy issues, the Project 
adopted a combined approach: technical, ethics, and legal experts spoke in the 
same room. Benefits are various indeed:

❖ Combining ethics, legal, and technical requirements, it is possible to draft a very useful 
checklist for technological implementation;

❖ Monitoring and assessment operations can proceed smoothly during the course of the Project 
following the checklist created.

• More insights on the PRESS Framework and on the approach adopted can be 
found on PHOENIX Project Website or CyberEthicsLab. website.

PHOENIX Ethics and Data Protection approach: lessons
learned

https://phoenix-h2020.eu/privacy-and-data-protection-ethics-social-and-security-framework-analysis-within-the-energy-sector/
https://www.cyberethicslab.com/blog/2020/07/18/privacy-and-data-protection-ethics-social-and-security-framework-analysis-within-the-energy-sector/
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Questions?

Elena Sartini

Researcher & Legal Consultant

e.sartini@cyberethicslab.com
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