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SU-DS04-2018-2020 ïSISTER PROJECTS AGENDA

28/7/2020

ÁIntroducing the projects

ÁEnergy Shield ïGA 832907 - https://energy-shield.eu/

ÁPHOENIX ïGA 832989 - https://phoenix-h2020.eu/

ÁSDN-microSENSE ïGA 833955 -
https://www.sdnmicrosense.eu/

ÁCollaboration strategy

ÁOpen discussion

ÁWay forward

https://energy-shield.eu/
https://phoenix-h2020.eu/
https://www.sdnmicrosense.eu/


ENERGYSHIELD PROJECT IN A NUTSHELL
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ÁTitle: Integrated Cybersecurity Solution for the Vulnerability Assessment, 
Monitoring and Protection of Critical Energy Infrastructures

ÁType of Action: Innovation Action 

ÁTopic: SU-DS04-2018-2020
ÁCybersecurity in the Electrical Power and Energy System (EPES): an armour against 

cyber and privacy attacks and data breaches

ÁGoal
ÁEnergyShield captures the needs of Electrical Power and Energy System (EPES) 

operators and combines the latest technologies for vulnerability assessment, 
supervision and protection to draft a defensive toolkit.

ÁStart date: 1st of July 2019

ÁDuration: 36 months

ÁGrant:  ú 7,421,437.38 



CONSORTIUM AND PILOTS
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Á Romania: Software Imagination & Vision 

Á Germany: PSI Software AG

Á Israel : SI-GA Data Security (2014) LTD

Á Luxemburg L7 Defense Luxembourg SARL

Á Sweden: foreseeti AB 

Kungliga Tekniska Hoegskolan

Á UK: Tech Inspire LTD

City University Of London 

Á Ireland: Konnekt Able Technologies

Á Greece: National Technical University Of Athens

Á Bulgaria: Software Company EOOD

Kogen Zagore EOOD

MVETS Lenishta OOD

Elektroenergien Sistemen Operator EAD

CEZ Distribution Bulgaria AD

MIG 23 LTD

DIL DIEL

Á Italy IREN SPA

Italy- small cale offline 

demonstrator focuses 

on DSO infrastructures

Bulgariaïa city-level 

online demonstrator 

analyses cybersecurity 

risks related to the 

energy supply chain



CONCEPT AND OBJECTIVES
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CONCEPT

Adapt and improve 

available tools to support 

Electrical Power and Energy 

System (EPES) in fighting 

against cyber attacks.

Integrate the cybersecurity 

tools in a holistic solution 

with assessment, 

monitoring, protection and 

learning capabilities.

Deploy best practices, 

guidelines, methodologies 

and encourage the 

adoption of 

EnergyShield results.

Validate the practical 

value of the EnergyShield 

toolkit with EPES 

stakeholders.



TECHNICAL ACTIVITIES PROGRESS
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Á Analysis

Á Architecture

Á FRs

Á NFRs

Á Tools roadmap

Á Tools release 

plan

Á Demonstrators

timeplan

Á Integration plan

Á Deployment 
plans

Á Test plan

Á Toolkit demo 
release timeline

Á User needs

Á Tools evaluation

Á On-site 
deployment

Á Piloting

Á Evaluation 



ENERGYSHIELD TOOLKIT
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Vulnerability 
Assessment

Security 

Information and 

Event Management
Anomaly Detection

Security 

Behaviour

Analysis

Distributed Denial 

of Service 

Mitigation

ÅTargeting specific organization

ÅMeant to prevent them from 
conducting business normally

Åe.g. Distributed Denial of Service, 
ransomware

Small scale attacks

ÅTargeting the entire EPES value 
chain 

ÅMeant to take down the energy 
supply services at regional or country 
level

Åe.g. malware deployment, man-in-
the-middle

Large scale attacks


